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Best Practices for Securing your Zoom Meetings

Covered in this guide:

A checklist for securing your meetings

* Setting up your meeting

* Managing your meeting

 Advanced — Options to secure public meetings




Checklist for securing your meetings

Setting up your meeting

1 Do not use your Personal Meeting ID — always Generate Meeting ID’s automatically

 Require a password to join your meetings

 Allow only authenticated users to join your meetings

L Prevent removed participants from rejoining the meeting

L Allow only hosts to share their screen

L Disable the Chat function to prevent meeting participants sending messages that can be seen by all

[ Disable the File Transfer function

(J Enable your Waiting Room

1 Add a co-host to help you manage your meeting

Managing your meeting

 Removing participants from your meeting

O Admitting participants from the waiting room

[ Prevent meeting participants from unmuting themselves

[ Prevent meeting participants from renaming themselves
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Accessing your Zoom Settings
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Inbox (203) - tmcgarve@umd.edu -... University of Maryland, College Par... Looking Glass Rock Trail - North Ca... Floorplanner - Initial Remodel Security Settings for Zoom Meeting... My Settings - Zoom
Slagig  1888.799.9666 SALES  PLANS JOIN A MEETING HOST A MEETING ~
Profile Meeting Recording Telephone
Meetings

Schedule Meeting Schedule Meeting

Webinars
In Meeting (Basic)

" Host video ' )
Recordings In Meeting (Advanced)

Start meetings with host video on
_ Email Notification

Account Profile Other Participants video C)
Start meetings with participant video on. Participants can
Reports change this during the meeting.
Audio Type
Determine how participants can join the audio portion of
Attend Live Training the meeting. When joining audio, you can let them choose
to use their computer microphone/speaker or use a
Video Tutorials telephone. You can also limit them to just one of those
audio types. If you have 3rd party audio enabled, you can
Knowledge Base require that all participants follow the instructions you

provide for using non-Zoom audio.

O Telephone and Computer Audio
Telephone

Computer Audio

Join before host C)

Allow participants to join the meeting before the host
arrives

Use Personal Meeting ID (PMI) when scheduling a C) Modified Reset
meeting

You can visit Personal Meeting Room to change your
Personal Meeting settings.

e All the following settings can be
changed within the Settings section of
your Zoom profile

* Open umd.zoom.us in your web
browser

e Select “Sign In” and log in with your
Directory ID, password, and Duo
authentication

* From the left-hand menu, select
“Settings”

NOTE: Once you change these settings,
they will become the default settings for
any meetings you schedule —i.e. you will
not need to specify these settings each
time you scheduled a meeting



Generate Meeting IDs Automatically

000 <

D

Inbox (203) - tmcgarve@um...

LY

TARVIA

w  1888.799.9666

University of Maryland, Coll...

SALES

PLANS

umd.zoom.us

Looking Glass Rock Trail - N... Floorplanner - Initial Remodel

Telephone

Computer Audio

Join before host

Allow participants to join the meeting before the host arrives

Use Personal Meeting ID (PMI) when scheduling a meeting

You can visit Personal Meeting Room to change your Personal
Meeting settings.

Use Personal Meeting ID (PMI) when starting an instant
meeting

Only authenticated users can join meetings

The participants need to authenticate prior to joining the meetings,
hosts can choose one of the authentication methods when
scheduling a meeting.

Meeting Authentication Options:

Sign in to Zoom (Default) Edit Hide in the Selection

UMD Only Test Edit Hide in the Selection

Only authenticated users can join meetings from Web
client

The participants need to authenticate prior to joining meetings from

web client

Require a password when scheduling new meetings

A password will be g hen scheduling a meeting and
participants require
Meeting ID (PMI) m

d to join the meeting. The Personal
not included

Dagusins o nosss and £ou e bt e o ol g

Security Settings for Zoom...

JOIN A MEETING

u
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My Settings - Zoom

HOST A MEETING ~

Modified Reset
Modified Reset
Modified Reset
Modified Reset

a

Bis

When scheduling a meeting, the meeting
number can either be your Personal Meeting ID
or a randomly generated ID

Your Personal Meeting ID never changes, and as
such, once someone has it, they can continue
connecting to it as they please

If you have no other security settings enable
(e.g. passwords), they will be able to join any
meeting you are hosting

Hence, always use randomly generated IDs for
your meetings, and never use your Personal
Meeting ID

Disable “Use Personal Meeting ID (PMI) when
scheduling a meeting”

Disable “Use Personal Meeting ID (PMI) when
starting an instant meeting”



Require a password to join your meetings
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hosts can choose one or the authentication methods when
ID and a password to connect

Meeting Authentication Options:

Sign in to Zoom (Default) Edit Hide in the Selection

UMD Only Test Edit Hide in the Selection 1. Enable ”ReqUire a password When Schedu“ng
new meetings”

Only authenticated users can join meetings from Web () Modified Reset
client

2. Enable “Require a password for instant
meetings”

Require a password when scheduling new meetings 0 1

A password will be generated when scheduling a meeting and

Mectng 1D (M) mesngs are ot nclues. | * For ease-of-use for your meeting participants,

ecuire s s o st meetinge ©2 you can embed the password in the Zoom link —

this will allow participants to click the link and
have the password automatically entered

Require a password for Personal Meeting ID (PMI) C) Modified Reset

R o 3. Enable “Embed password in meeting link for
bt etk oroneteen @ 3 one-click join”

g link to allow participants to join with just one click without

to enter the password.

Require password for participants joining by phone ()

A numeric password will be required for participants joining by




Allow only authenticated users to join your meetings
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Start meetings with participant video on. Participants can change this during the meeting

Audio Type

Determine how participants can join the audio portion of the meeting. When joining audio, you

can let them choose to use their computer microphone/speaker or use a telephone. You can also
limit them to just one of those audio types. If you have 3rd party audio enabled, you can require
that all participants follow the instructions you provide for using non-Zoom audio.

O Telephone and Computer Audio

Telephone

Computer Audio

Join before host

Allow participants to join the meeting before the host arrives

Use Personal Meeting ID (PMI) when scheduling a meeting

You can visit Personal Meeting Room to change your Personal Meeting settings

Use Personal Meeting ID (PMI) when starting an instant meeting

Only authenticated users can join meetings

The participants need to authenticate prior to joining the meetings, hosts can choose one of the
authentication methods when scheduling a meeting.

Meeting Authentication Options:
Sign in to Zoom (Default) Edit Hide in the Selection
UMD Only Test Edit Hide in the Selection

Only authenticated users can join meetings from Web client

The participants need to authenticate prior to joining meetings from web client

O th A
Security Settings for Zo... My Settings - Zoom +
L]
JOIN A MEETING HOST A MEETING ~
g
L]

O Modified Reset

1.
O Modified Reset

O 1 Modified Reset

o Modified Reset

Authenticated users are those with a UMD
directory ID, which includes all faculty, staff and
students

Enabling this setting will keep out any non-UMD
people

* NOTE: If you have attendees that are
outside of the University, this setting will
need to be disabled to allow them access
to the meeting

Enable “Only authenticated users can join
meetings”



Prevent removed participants from rejoining
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Disable desktop/screen share for users O Modified Reset pa rt|C|pa nt from the meetn‘]g at any t|me

Disable desktop or screen share in a meeting and only allow sharing of selected applications. (i

* By default, that participant can rejoin the
meeting

Annotation o

Allow participants to use annotation tools to add information to shared screens (7

ﬁ::fepl:?ua:jwls to share whiteboard during a meeting (i 0 b Disabling this featu re W”I mean that once you

@ Auto save whiteboard content when sharing is stopped h ave re m Ove d a pa rtici pa nt fro m a m eeti ng’

they are not able to rejoin
Remote control ()

During screen sharing, the person who is sharing can allow others to control the shared content

1. Disable “Allow removed participants to rejoin"

Nonverbal feedback ()

Participants in a meeting can provide nonverbal feedback and express opinions by clicking on
icons in the Participants panel. )

Allow removed participants to rejoin C) 1 Modified Reset

Allows previously removed meeting participants and webinar panelists to rejoin i)

Allow participants to rename themselves ()

Allow meeting participants and webinar panelists to rename themselves. @7

In Meeting (Advanced)

Breakout room C

Allow host to split meeting participants into separate, smaller rooms m

Allow host to assign participants to breakout rooms when scheduling ()



Allow only hosts to share their screen
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Co-host

Allow the host to add co-hosts. Co-hosts have the same in-meeting controls as the host.

Polling

Add 'Polls' to the meeting controls. This allows the host to survey the attendees. ()

Always show meeting control toolbar

Always show meeting controls during a meeting (i

Show Zoom windows during screen share ()

Screen sharing

Allow host and participants to share their screen or content during meetings

Who can share?

© Host Only All Participants 1

Who can start sharing when someone else is sharing?

Host Only All Participants 2

Disable desktop/screen share for users

Disable desktop or screen share in a meeting and only allow sharing of selected applications. 7

Annotation

Allow participants to use annotation tools to add information to shared screens (7

Whiteboard

Allow participants to share whiteboard during a meeting @

Auto save whiteboard content when sharing is stopped

Security Settings for Zo...

JOIN A MEETING

6 6 8 8 8
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My Settings - Zoom

HOST AMEETING ~

Modified Reset

Modified Reset

a
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To prevent meeting participants from using the
screen share feature to introduce unwanted
visual content in your meetings, restrict the
ability to share the screen to hosts only

Scroll down to the “In Meeting (Basic)” settings
section

Under “Screen Sharing” and “Who can share?”,
select “Host Only”

Under “Who can start sharing when someone
else is sharing?”, select “Host Only”



Disable the Chat function
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In Meeting (Basic)

umd.zoom.us

Looking Glass Rock Trai...

Require Encryption for 3rd Party Endpoints (H323/SIP)
Zoom requires encryption for all data between the Zoom cloud, Zoom client, and Zoom Room.
Require encryption for 3rd party endpoints (H323/SIP)

Chat

Allow meeting participants to send a message visibl

Private chat

e to all participants

Floorplanner - Initial Re...

Allow meeting participants to send a private 1:1 message to another participant

Auto saving chats

Automatically save all in-meeting chats so that host:
chat after the meeting starts.

Play sound when participants join or leave

Play sound when participants join or leave

File transfer

Hosts and participants can send files through the in

Only allow specified file types (i

Feedback to Zoom

Add a Feedback tab to the Windows Settings or Ma

s do not need to manually save the text of the

meeting chat. 7]

c Preferences dialog, and

provide feedback to Zoom at the end of the meeting

Display end-of-meeting experience feedback survey

also enable users to

Security Settings for Zo...

JOIN A MEETING

Y

o M

My Settings - Zoom

HOST A MEETING ~

Modified Reset

g

RIS

Under default settings, the chat function will
allow meeting participants to send messages
that can be seen by all

Scroll down to the “In Meeting (Basic)” settings
section

To eliminate the ability for participants to use
the chat function to send obscene messages,
disable "Chat”

Disabling “Chat” will also automatically disable
the ability for meeting participants to privately
chat with each other, eliminating the possibility
that bad actors target meeting participantsin a
manner that can’t be seen by the meeting host

NOTE: Meeting participants will still be able to
message the meeting host (i.e. they can still
communicate questions/concerns to you as the
instructor)



Disable the File Transfer function
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© MATAND @ Your settings have been updated.

_ | odiied_Bese send any file to all meeting participants via the

Allow meeting participants to send a message visible to all participants Ch f .

Private chat >
Allow meeting participants to send a private 1:1 message to another participant ° SCrOII down to the ”I n Meeting ( Basic)" Settings

Auto saving chats () se Ct | on

Automatically save all in-meeting chats so that hosts do not need to manually save the text of the
chat after the meeting starts.

1. To eliminate the ability for participants to send
Play sound when particpantsjoin orleave > unauthorized files, disable “File transfer”

Play sound when participants join or leave

File transfer

1 Modified Reset

o

Hosts and participants can send files through the in-meeting chat. @)

Feedback to Zoom C)

Add a Feedback tab to the Windows Settings or Mac Preferences dialog, and also enable users to
provide feedback to Zoom at the end of the meeting

Display end-of-meeting experience feedback survey ()

Display a thumbs up/down survey at the end of each meeting. If participants respond with thumbs
down, they can provide additional information about what went wrong. )

Co-host ()

Allow the host to add co-hosts. Co-hosts have the same in-meeting controls as the host.

Polling ()

Add 'Polls' to the meeting controls. This allows the host to survey the attendees. () m



Enable your Waiting Room
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their computer

Use HTML format email for Outlook plugin
Use HTML formatting instead of plain text for meeting invitations scheduled with the Outlook
plugin

Allow users to select stereo audio in their client settings

Allow users to select stereo audio during a meeting

Allow users to select original sound in their client settings

Allow users to select original sound during a meeting

Waiting room

Attendees cannot join a meeting until a host admits them individually from the waiting room. If
Waiting room is enabled, the option for attendees to join the meeting before the host arrives is
automatically disabled. (7

Choose which participants to place in the waiting room:

O All participants

Guest participants only (7)

Customize the title, logo, and description 4

Show a "Join from your browser" link

Allow participants to bypass the Zoom application download process, and join a meeting directly
from their browser. This is a workaround for participants who are unable to download, install, or
run applications. Note that the meeting experience from the browser is limited

Allow live streaming meetings

Email Notification

Security Settings for Zo...

JOIN A MEETING

»

o

O | g

My Settings - Zoom =+

HOST AMEETING ~

Modified Reset

1.

When Waiting Room is enabled, upon
connecting to a meeting, participants are placed
into a virtual waiting room where they cannot
interact with any other participants (versus
automatically joining the meeting and being
able to interact with others)

As the host, you must “Admit” the participant to
the meeting, giving you the ability to pick and
choose who is allowed into the meeting

To do so, scroll down to the “In Meeting
(Advanced) section and enable “Waiting Room”

* You can further specify whether all
participants are placed in the waiting
room, or just guests (those non-UMD
users)



Add a co-host to help you manage the meeting
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University of Maryland,... Looking Glass Rock Trai... Floorplanner - Initial Re... Security Settings for Zo... Schedule a Meeting - Z...

JOIN A MEETING HOST A MEETING ~
Mute participants upon entry

Enable waiting room

Only authenticated users can join

Breakout Room pre-assign

Record the meeting automatically

Example: mary@company.com, peter@school.edu 1

| Enable language interpretation

Download Sales Support Language

Meetings Client 1.888.799.0125 Test Zoom English ~
Zoom Rooms Client Contact Sales Account
Zoom Rooms Controller Plans & Pricing Support Center
Browser Extension Request a Demo Live Training
Outlook Plug-in Webinars and Events Feedback H
g ® in

iPhone/iPad App Contact Us
Android App Accessibility
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A co-host is granted many of the same functions
as you, the host, allowing them to assist you in
managing the meeting

For example, they can admit or remove
participants, mute participants, and message
participants

Co-hosts are added when scheduling individual
meetings — you can enter their email address at
the bottom of settings window for each
meeting you schedule
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Removing participants from your meeting

Participants (2)

Lee Sheng Shun (Host, me)

Jack Barker

1

Chat
Ask to Start Video

Make Host

Make Co-Host

Allow Record

Assign to type Closed Capticn
Rename

Put in Waiting Room

Remove 3

As the host of the meeting, you can remove a
participant at any time

If you have disabled the “Allow removed
participants to rejoin” setting, once you remove
a participant, they will not be able to get back
into your meeting

From the meeting window, select “Manage
Participants” to show all participants

Hover over the participant you wish to remove,
and click “More”

Click “Remove” to remove the participant from
your meeting



Admitting participants from the waiting room

2 people are waiting

Participants (3)

i

1.

2.

If you have enabled the Waiting Room in your
meeting settings, all participants connecting to
your meeting will first be placed into this room

To admit them into the meeting, from the
meeting window select “Manage Participants”
to show the participants panel

Any participant in the Waiting Room will be
displayed at the top of the “Manage
Participants” panel

Click “Admit” to move the participant into the
meeting

If you would like to admit everyone in the
Waiting Room, click “Admit all”



Prevent participants from unmuting themselves

OO@QO

Mute All

go sl

ower go faster

Unmute All

1

m

ore

More

<SS

4

clear all

Mute participants on entry

Allow participants to unmute themselves
Allow participants to rename themselves
Play enter/exit chime

Lock meeting

If you would like the host to be the only person
that can unmute a participant to speak, you can
disable the ability for participants to unmute
themselves

To disable this ability, from the meeting window
select “Manage Participants” to show the
participants panel

At the bottom of the “Manage Participants”
panel, select “More”

Uncheck the option that says “Allow
participants to unmute themselves”



Prevent participants from renaming themselves

e If you would like to avoid situations where bad
actors use their display name to communicate
obscene material, you can disable their ability to

O 0 @ Q O * change their name from what is specified in

go slower go faster more clear all their account

) , * To disable this ability, from the meeting window
Mute All Unmute All 1 More 3 - .
select “Manage Participants” to show the
Mute participants on entry participants panel
v/ Allow participants to unmute themselves 1. At the bottom of the “Manage Participants”
2 / Allow participants to rename themselves panel, select “More”
v/ Play enter/exit chime

2. Uncheck the option that says “Allow

Lock meetin o )
2 participants to rename themselves
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Requiring registration to join a meeting
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Meetings

Webinars

Recordings

Settings

Account Profile

Reports

Attend Live Training
Video Tutorials

Knowledge Base
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Topic

Description (Optional)

When

Duration

Time Zone

Registration

Schedule For

Meeting ID

Meeting Password

Video

umd.zoom.us C © th a

Floorplanner - Initial Re... Security Settings for Zo... Edit Meeting - Zoom Registration for Meetin... Meeting Registration -...  +

JOIN A MEETING HOST A MEETING ~

‘ Test Public Meeting

Enter your meeting description

04/09/2020 i 11:00 v AM v

1 v 'hr 0 v | min
(GMT-4:00) Eastern Time (US and Canada)

Recurring meeting
Required 1

Myself

Personal Meeting ID 571-436-6575
© Generated ID 573-905-812

481744

Require meeting password

Host O on off

If you need to host a public meeting that
prevents you from restricting access only to
authenticated UMD users (that is, you will have
participants joining that do not have a UMD
directory account and hence you can’t use the
“allow only authenticated users” security
option), you can require meeting participants to
register to attend

To require register, schedule a meeting as
normal and select “Required” under
“Registration”

Click “Save” to schedule your meeting and
access additional registration settings



Specifying registration settings — Attendee Approval
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Sl 18887999666  SALES  PLANS JOIN A MEETING HOST A MEETING ~ Shown the meetlng co nflrmation page Where
you can specify additional settings

Participant Off

Telephone and Computer Audio

1. To change the settings related to registration,
scroll down to the “Registrations” section and
click “Edit”

Dial from United States of America

Enable join before host

v Mute participants upon entry

v Enable waiting room
Only authenticated users can join
Record the meeting automatically

Enable language interpretation

Delete this Meeting Save as a Meeting Template Edit this Meeting Start this Meeting

Registration Email Settings Branding Poll

Registrants: 0 View

Registration Optio! Automatically Approved Edit 1
Send an email to host
Close registration after meeting date

v Show social share buttons on registration page

Want to invite view-only participants or broadcast the event to up to 10000 participants? Convert this Meeting to a Webinar

O Help

About Download Sales Support Language



Specifying registration settings — Attendee Approval (cont.)
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participants are approved

*  “Automatically Approve” will send the
meeting connection details to anyone who
completes the registration form

Registration

Registration Questions Custom Questions

Approval
e ey st o e o et *  “Manually Approve” will allow the meeting
The crvio v g fr oyt matin b host to review registrants and either
Nﬁ approve or reject participants — only
participants who are approved will be sent
e the meeting connection details

I Close registration after event date

Show social share buttons on registration page

m Cancel




Specifying registration settings — Registration Questions

Looking Glass Rock Trail - N... Floorplin::ti.;?:: :nodu! Security Settings for Zcmm-«‘r Meeting Informatic jivnrsity of Mar... Looking Glass R... Floorplanner - |.:m dizo::::w Setting... Infcrmatiol:- Zolis Registration - Zo. ¢ By d efa u It’ a p a rt i Ci p a nt Wi | | b e a S ke d to p rOVi d e
their first and last name, and email address

* You can request/require participants answer

Registration 1 - ]
additional questions

Registration 2

Registration Questions Custom Questions . . . .
Registration Questions Custom Questions

1. Under the “Questions” tab, you can select

First Name and Email Address required. Create Your Own Question

Field ~ Require You are prohibited'from soliciting confidential personal information (such as credit card fro m a | ist Of p re Set q u e St i O n S

information or social security numbers) in your registration questions.

Last Name
Type © Short Answer Single answer

e 2. Under the “Custom Questions” tab, you

City
can create your own questions to answer
Zip/Postal Code

State/Province

Phone

Industry

Organization

Job Title

Purchasing Time Frame

Role in Purchase Process

Number of Employees

Questions & Comments




Participant Registration — Sharing the registration link
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Profile
Webinars
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Settings
Account Profile

Reports

Attend Live Training
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JOIN A MEETING HOST A MEETING ~
My Meetings Manage "Test Public Meeting"
Start this Meeting

Test Public Meeting

Apr 9, 2020 11:00 AM Eastern Time (US and Canada)

Add to ‘ m Google Calendar | | ui Outlook Calendar (.ics) | [ eYahoo Calendar )

573-905-812
v Require meeting password 481744

People are required to register before joining this meeting.

1 Registration URL: https://umd.zoom.us/meeting/register/uJMufumtpjooxadhikypjgMBz_RtBMGNTg
@ Copy the invitation

Host On
Participant Off
Telephone and Computer Audio

Dial from United States of America

Enable join before host

v Mute participants upon entry m
v Enable waiting room

4k

* Inthe meeting overview window, you can find
the link to share with participants that will direct
them to a webpage to enter their details

1. Copy and paste this link into whichever
communication vehicle you are engaging with
participants via



Participant Registration — What the participant sees
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Meeting Registration
| £[W]in[=|

Topic Test Public Meeting

Time Apr 9, 2020 11:00 AM in Eastern Time (US and Canada)

First Name* Last Name*

Information - Zoom

Email Address* Confirm Email Address*

* Required information

I'm not a robot

Sales Support

1.888.799.0125 Test Zoom
count

Registration - Zoom

0o | a

Registration for Meeti... -+

When the participant clicks on the link, they will
be taken to the registration page and shown the
guestions you have specified

Once the fill in the required details, they click
“Register”

If you have set up your Attendee Approval to
happen automatically, the participant will
receive the meeting connection details directly
to their email address

If you have set up your Attendee approve to be
manual, they will receive a notification that their
registration has been submitted

* As the host, you will now need to review
and approve/reject registration requests



Approving Registration Requests
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s s suEs s * If you have specified a manual approval process,
you will need to review and accept/reject
Mt partcipants oo enty registration requests
v Enable waiting room . . . .
1. To view registrants that have requested to join
your meeting, click on “Edit” from the meeting
Enable language interpretation Overview page
Delete this Meeting Save as a Meeting Template Edit this Meeting
Registration Email Settings Branding Poll
Manage Attendees Registrants: 0 Edit
Approved: 0

Registration Options Manually Approve

1 Edit
Send an email to host

Close registration after meeting date

v Show social share buttons on registration page

Want to invite view-only participants or broadcast the event to up to 10000 participants? Convert this Meeting to a Webinar

About Download Sales Support Language

Zoom Blog
Customers
Our Team
Why Zoom
Features
Careers
Integrations
Partners

Meetings Client

Zoom Rooms Client
Zoom Rooms Controller
Browser Extension
Outlook Plug-in
iPhone/iPad App
Android App

1.888.799.0125
Contact Sales

Plans & Pricing
Request a Demo
Webinars and Events

Test Zoom
Account
Support Center
Live Training
Feedback H
Contact Us \“ in

Accessibility

English +




Approving Registration Requests (cont.)

00O < Em] umd.zoom.us @] (4] t ()]

Inb (207) - mogarva | | Untvaraity of Maryian— | | Looking Glaes Rack T | | Forpannar= el | | Securty Setings fre | Meeting information - | Regiirationfor Meetin wapo + * From the window that opens, you can view
registrants with Pending Approval (those that
need to be review), those you have Approved,
Registrants for 'Test Public Meeting' and those you have Denied

Pending Approval (0)  Approved (0)  Denied (0 * To approve or deny registrants, select the check
box next to their name and click either
“Approve” or “Deny”

Email Address

* Those registrants that you have approved will
receive an email with the meeting connection
details




